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Cyber Defense Centre Consulting —who we are

Practice Background Consultant Backgrounds
e Established in 2012 ® Fortune 100 SOC Managers
® Designed 25+ CIRT Teams ® |Incident Response Leads for Fortune 100
e Assessed 50+ Cyber Defense Centers ® Forensics Investigators for US Govt.
e Served all industries, most notably: Finance, e Global Presence
Oil & Gas, Technology, Energy, and Telco’s

Expertise

e Mandiant’s consultants have successfully desighed and developed
some of the world’s largest Cyber Defense Centers. Our consultants
apply in-depth knowledge and experience gained through hundreds
of investigations, intelligence and best-practice implementations.

® Qur consultants bring the Mandiant IR framework and real word
knowledge to develop and transform CIRT teams into Cyber
Defense Centers, from reactive capabilities to proactive capabilities
in order to detect, respond and contain today’s targeted threats.

m ANDIANT © Mandiant, a FireEye Company. All rights reserved. CONFIDENTIAL
A FireEye” Company



Agenda

Mtrends Report Findings
Program Components

Intelligence Collection
Open Source Intelligence

Third Party Intelligence
Program Integration
Information Sharing
Intel Frameworks
Program Development

Samples
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69%

victims notified by
an external entity @8

victims discovered
the breach internally pEere




DWELL TIME

Median number of days that threat actors were
present on a victim’s network before detection




Quadrant Model - Functional Alignment
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Data > Information > (Actionable) Intelligence

Relationship of Data, Information, and Intelligence
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Program Integration — Collection & Processing

Cyber Kill Chain Develop and integrate threat intelligence
Threat Detection & Continuous capabilities to enable and enhance cyber

Ve Cose Mapping Atk Anlysis Response Improvement defense operations, including:

Integrated Cyber Defense Center
SIEM / Use Case = Threat / data feeds

Security Monitoring Incident Response Cyber Threat Intelligence Engineering

Security Infrastructure / Technology = Threat Intelligence processes /

_— rocedures
Serjl””ty Incident Central Ticketing Intelligence & Reporting Risk Management P
anagement

SIEM Data Sources Enterprise Technplogy Integration Big Data. / Ad\fgl?ced Analytics n Tec hn o | ogy | nteg rati on (e .g., SIEM ,
+ Structured + Networks, Endpoint & Infrastructure + Enterprise Visibility .

* Unstructured + Authentication / IDM + Aggregated Data Sefs Intel Correlatio n)

+ Contextual + Control Set Mapping + Metadata Correlation

CDC Engagement Phases = Leverage Security Intelligence
Frameworks

Design & Roadmap CDC Foundations Use Case Development Operate & Mature
B— ¢
E JE—
% 0— E
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Intelligence Collection Considerations

Dedicated I0OC creation function
Trend/Historical analysis

Actionable intelligence only
Regular securing tool tuning
White/Blacklists
IOCs
Alerts

Updates to security policies

Quality assurance
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Threat Intelligence / Information Sharing Frameworks - Examples

SIEM Communities

Qradar Threat Exchange, Splunk feeds, etc.

Technical Platforms / Frameworks
OpenlOC
OpenTPX — Open Threat Partner Exchange
STIX / TAXII
Collective Intelligence Framework (CIF)
Avalanche/Soltra (FS-ISAC)

Relevant Legal Frameworks
E.g, CISA

Sector-specific Communities

e.g., HITRUST Cyber Threat Xchange

Public/Private Programs
DHS / NCCIC / US-CERT
CISCP / ECS
Country CERTs
ISACs

Financial Services, Information Technology,
Multi-State, Water, Power, etc.

ENISA

E.g., European Financial Institute —
Information Sharing & Analysis Centre

Common Vernacular

Cyber Atlas
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Program Integration — Analysis & Dissemination

Key questions to consider:

What data / information is selected for processing?

YN~

What analytical process is employed? OEO
_ Incident
What systems / technologies are leveraged? Detection

How is the information shared with stakeholders?

9

Incident
Response
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Intelligence Sharing — Portals & Partners

Use a portal (preferably an existing one) to collectively share intelligence and indicators of compromise
across staff. The portal should provide the following minimum capabilities:

granular access control

quick and easy access by all authorized staff
history of changes made to content

login history

the option for two-factor authentication

secure storage of content

Developing relationships with law enforcement will assist in receiving information they collect from
investigations

Joining information sharing organizations can assist in understanding threats facing others in your
industry

Information sharing should be bi-directional
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Understanding & Articulating

Is this targeted?

Is this part of a larger campaign? What’s the
scale?

Who else is seeing this? What are others saying?
Or is this an insider threat?

What are the TTPs? How do you find them?

How do you remediate?

How do you share?
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@ Fi reEye FireEye Cybercon Report
Report for June 2014 Industry: Energy/Utilities Cybercon Level 2: Severe

Executive Summary

The FireEye® Dynamic Threat Inteligence™ (DTl) cloud has assigned a FireEye Cybercon™ level
of 2, which is considered Severe.

Targeted Attacks i

A nation state sponsored threat group that FireEye Infelligence tracks as APT2 made headlines this month
under the name Putter Panda. We will review the malware used by the group and the FireEye detections in
place that cover their tools.

Zero-Day Vulnerabilities and Exploits a

No 0-day vulnerabilities were discovered in June, however there were a large number of patches released by
Microsoft covering nearly 40 vulnerabilities in Internet Explorer. In this edition of the Cybercon Report, we
review some of the more significant vulnerabilities being addressed by these patches, as well as share an
advanced release repert detailing a recently discovered ICS/SCADA threat.

E-mail Attacks A

Within the Energy/Utilities sector e-mail based attacks increased over 300% in June, with all of this new volume
consisting of malicious attachments. The use of malicious URLs embedded in emails actually decreased
significantly during this same timeframe.

Crimeware >

This month, FireEye says goodbye to an old malware family. Next month, the prevalent DarkComet RAT will be
downgraded from an APT-related alert fo crimeware. Beginning in July 2014, this alert will no longer show up in
future Cybercon reports as APT-related.

Hacktivists >

The hackfivism landscape remains unchanged from last month.

APT Exposure™ Energy/Utilities vs. Others

== Energy/Utilities
Aerospace/Defense
" Financial Services
II = High-Tech
| I.I - IIL I Il I I = Higher Education
I IIL I IIL = Worldwide Avg
Mar April June Trend

FireEye, Inc. FireEye Cybercon Report 1




Strategic vs. Tactical

= Understand the threat

= Weigh counter actions
- Monitoring
- Intelligence Collection

- Tactical countermeasures

“All men can see these
tactics whereby | conguer,
BUtwhat none can See is
the stratesy out of which
Victory is evolved®.

Sun Tz, The Art of War

“Strategy without tactics
i5 the slowest route to
victory. Tactics without
Strategy is the noise
Defore defeat.”

Sun Tzu, Jhie Art of War

;@ 4
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Proactive Capabilities — Hunting & Post-Incident Actions

Hunting the network provides the capability to
conduct proactive analysis to develop new IOCs

Data mining historical data
IOC Sweeps

A mature IOC capability includes:
Dedicated individuals to design and build I0Cs ropwon | QL | Drection. Cotunmenc 'L S\ rast e
Develop and update IOCs regularly (I0C Editor) ’

Processes and tools in place to actively check

systems
for IOCs

Post-incident, hunting assists in ensuring remediation
and eradication activities were successful

Detection Containment, p Post-Incident
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THREAT INTELLIGENCE PROGRAM DEVELOPMENT:
TOOLS & TECHNIQUES
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Standardize Definitions

Event:

Any observable occurrence in a system or network

Event of Interest:

Any event with potential of security risk / threat

Incident:

Violation or imminent threat of violation of computer security policies, acceptable use policies, or standard security practices

Vulnerability:
An unintended flaw in a software code or a system that leaves it open to the potential for exploitation
Threat:

Any circumstance or event with the potential to adversely impact organizational operations (including mission, functions, image or reputation),
organizational assets, individuals, other organizations, or the Nation through an information system via unauthorized access, destruction,
disclosure, or modification of information and/o denial of service.

Threat Intelligence:

Evidence-based knowledge, including context, mechanisms, indicators, implications and actionable advice, about an existing or emerging menace
or hazard to assets that can be used to inform decisions regarding the subject’s response to that menace or hazard. - Gartner
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Criticality Example — Commodity vs. Targeted Malware

« Targeted, Advanced Persistent Threat: High - Critical
» Well Resourced attacker
* Methodical, pre-meditated tactics
« Advanced technical abilities

Vs.

« Commoditized threat: Low - Medium
« Target of opportunity
« Elementary tools & tactics employed
« Script kiddie
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Categorizing threats

Nuisance Data Theft Cyber Crime Hacktivism Network Attack
a e W w - =

I i -
Objective il

Access & Economic, Political Financial Defamation, Press . .

. . . Escalation, Destruction
Propagation Advantage Gain & Policy
Advanced Persistent . Website Destroy Critical

Exam ple Botnets & Spam Threat Credit Card Theit Defacements Infrastructure
Targeted
Character Automated Persistent Opportunistic Conspicuous Conflict Driven

EAN DIANT © Mandiant, a FireEye Company. All rights reserved. CONFIDENTIAL

A FireEye” Company

19



Formalize & Institutionalize Threat Intelligence Program

Mission & Strategy

« Service Catalog
 Use Case

« Threat Intel Playbook

« Enterprise Process Workflow
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Use Case Documentation

* Use Case Overview — Threat Intelligence - "~
 Additional Intelligence Related Use Cases — T

plications dmmnuubuq ries.

Detection / Triage (Alerting)
Data Loss L P

y ot e tolow ing incider Iulg

Malware

1 - Unauthorized Access

2-D0S

Unauthorized Access

DoS / DDoS peneaag
Web Attack - S

Pen Testing o A A S

Cyber Hunting

9. Managed Security Services Provider (MSSP)
10. Data Conter
11. Business Representatives / Stakeholders
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Playbook Overview

Functional Roles
Event Analyst
Incident Analyst
Incident Responder
Security Team Manager X
Relevant Stakeholders
Executives
Network Operations
System Owners
Security Team Members/Stakeholders

Relevant stakeholders / Business Reps
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open or fight Q ball away. Again.
for the ball.

Credit: Athlonsports.com

22



Use Cases

Mandiant implements use cases at each stage within the kill chain.

This ensures complete visibility and allows the CDC to detect and respond to
cyber threats earlier, in order to reduce exposure and loss.

5 *= Net use
- Backdoor varnlants | Maintain s Move J B nmands
= VPN subversion Presence Laterally < R
{ |\ * Reverse
+ Sleeper malware
shell access
Initial Compromise Establish Foothold Escalate Privileges Internal Recon Complete Mission
> > > > >
A ~ A . A _ . A A i
= Malware installation = Deploy persistent = Execute privilege = Discover Systems + Stage Targeted Data
- Beaconing mechanism escalation tools - Discover Data Files - Data theft
- Establish Connection + Hide processes * Retrieve password
to C2 Server = Install required tools hashes
= Use Pass-the-Hash
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Source as many IOCs as you can

APT Reports & White Papers - 2015
- Behind the Syrian Conflict’s Digital Frontlines
- APT30
- Hiding in Plain Sight (with Microsoft)
- HAMMERTOSS (APT29)
- WITCHCOVEN

= Intel Sharing Frameworks
= Intelligence Sources

= Service Providers

=  Email Distros

= Blogs

= Etc.
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BEHIND THE
SYRIAN CONFLICT'S
DIGITAL FRONT LINES

© FireEye

HAMMERTOSS:
Stealthy Tactics Define

<OFireEye

APT30 AND THE MECHANICS

© FireEye

HIDING IN PLAIN SIGHT:
',‘:‘; EYE /'-:-': MIC Y'\;l:'EOr' EXPOSE

CATIONTAG

24



Source as many |IOCs as you can (cont.)

Sample APT Report
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Externriiets 90+ Managed Hundreds of One of the industry's  Global sinkholes to
collection Defensa consulting largest mahvare detect malware
customers engagements clearinghouses activity
a o B . a N LT N - N

Mucleus, patented

32 million node
graph-based engine,

miges data with 200
QuéhA&s of storage,
and S00M+ captured
\ i st
DI&EUSEioH

51 EB of command and
conktrol monitoned

Advanced mahwara

2 y ?DDE—EmpIEE from client

engagements analyzad
last yaar

Helix mamare friage
sysiem uses propratary
sandbaxing, machine
laaming, and genolyping
l=ch ko idantiy rneaw
sarmples of imnterast

Team of 25 PhDs,
linguists, analysis, and
foreign policy expert=s
from MSA, ClA, DA, and
military put intelligence
into context

_J

40 Current industny- 1 Sn’nuu
specfic threat profiles ";'j"—'ﬂb‘-‘m
a
COMpromis
200 e
Allack groups
trackad
-1 Million unique compramised
dewvicas obhsarved avary day
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